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IT security, cybersecurity and 
privacy protection are vital for 

companies and organizations today. 
The ISO/IEC 27000 family of 

standards keeps them safe.

ISO/IEC 27001 is the world’s best-
known standard for information 
security management systems 
(ISMS) and their requirements. 
Additional best practice in data 

protection and cyber resilience are 
covered by more than a dozen 

standards in the ISO/IEC 27000 family. 
Together, they enable organizations of 

all sectors and sizes to manage the 
security of assets such as financial 
information, intellectual property, 
employee data and information 

entrusted by third parties.
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An Information Security Management System (ISMS) 
is a systematic approach for establishing, implementing, 

operating, monitoring, reviewing, maintaining and improving 
an organization’s information security

to achieve business objectives

4ISO 27000



The ISMS family of standards (ISO 27k)
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The ISMS family of standards 
includes standards that:
a) define requirements for an ISMS 

and for those certifying such 
systems

b) provide direct support, detailed 
guidance and/or interpretation 
for the overall process to 
establish, implement, maintain, 
and improve an ISMS

c) address sector-specific guidelines 
for ISMS

d) address conformity assessment 
for ISMS

70+ standards. There's no single list, it changes continuously… 
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The most important:
1. ISO 27000: ISMS. Overview and vocabulary 
2. ISO 27001: ISMS. Requirements 
3. ISO 27002: Information security controls
4. ISO 27003: ISMS Guidance
5. ISO 27005: Guidance on managing 

information security risks
6. ISO 27701: Extension to ISO/IEC 27001 and 

ISO/IEC 27002 for privacy information 
management (PIMS) — Requirements and 
guidelines 

Valuable:
1. ISO 27004: Monitoring, measurement, 

analysis and evaluation
2. ISO 27007: Guidelines for information security 

management systems auditing
3. ISO 27008: Guidelines for the assessment of 

information security controls 
4. ISO 27014: Governance of information 

security 
5. ISO 27022: Guidance on ISMS processes
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Stages of Publishing 
a Standard

Any standard published by ISO goes through these stages:
1. Proposal Stage - an NP (New Project) is under consideration
2. Preparatory stage - a WD (Working Draft) is under 

consideration
3. Committee stage - a CD (Committee Draft) is under 

consideration
4. Enquiry stage - a DIS (Draft International Standard) is under 

consideration
5. Approval stage - an FDIS (Final Draft International 

Standard) is under consideration
6. Publication stage – an International Standard is being 

prepared for publication
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IS Controls for 
Industries

1. ISO/IEC 27011:2016 Information technology — Security techniques —
Code of practice for Information security controls based on ISO/IEC 27002 
for telecommunications organizations [New revision is under development]

2. ISO/IEC TR 27015:2012 Information technology — Security techniques —
Information security management guidelines for financial services
[Withdrawn]

3. ISO/IEC 27017:2015 Information technology — Security techniques —
Code of practice for information security controls based on ISO/IEC 27002 
for cloud services [New revision is under development]

4. ISO/IEC 27018:2019 Information technology — Security techniques —
Code of practice for protection of personally identifiable information (PII) 
in public clouds acting as PII processors

5. ISO/IEC 27019:2017 Information technology — Security techniques —
Information security controls for the energy utility industry [Reviewed and 
confirmed in 2022]

6. ISO/IEC AWI TR 27024 ISO/IEC 27001 family of standards references list 
— Use of ISO/IEC 27001 family of standards in Governmental / Regulatory 
requirements [Under development]

7. ISO 27799:2016 Health informatics — Information security management in 
health using ISO/IEC 27002 [New revision is under development]
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Topic-specific sets

1. ISO 27033: Network Security
2. ISO 27034: Application Security
3. ISO 27035: Information security incident management 
4. ISO 27036: Supplier relationships
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ISO 27033 
Network Security

• ISO/IEC 27033-1:2015 Information technology — Security techniques 
— Network security — Part 1: Overview and concepts

• ISO/IEC 27033-2:2012 Information technology — Security techniques 
— Network security — Part 2: Guidelines for the design and 
implementation of network security

• ISO/IEC 27033-3:2010 Information technology — Security techniques 
— Network security — Part 3: Reference networking scenarios —
Threats, design techniques and control issues

• ISO/IEC 27033-4:2014 Information technology — Security techniques 
— Network security — Part 4: Securing communications between 
networks using security gateways

• ISO/IEC 27033-5:2013 Information technology — Security techniques 
— Network security — Part 5: Securing communications across 
networks using Virtual Private Networks (VPNs)

• ISO/IEC 27033-6:2016 Information technology — Security techniques 
— Network security — Part 6: Securing wireless IP network access

• ISO/IEC 27033-7 Information technology – Network security — Part 
7: Guidelines for network virtualization security [Under development]
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ISO 27034
Application Security

• ISO/IEC 27034-1:2011 Information technology — Security techniques 
— Application security — Part 1: Overview and concepts

• ISO/IEC 27034-2:2015 Information technology — Security techniques 
— Application security — Part 2: Organization normative framework

• ISO/IEC 27034-3:2018 Information technology — Application security 
— Part 3: Application security management process

• ISO/IEC DIS 27034-4 Information technology — Security techniques 
— Application security — Part 4: Validation and verification [Deleted]

• ISO/IEC 27034-5:2017 Information technology — Security techniques 
— Application security — Part 5: Protocols and application security 
controls data structure

• ISO/IEC TS 27034-5-1:2018 Information technology — Application 
security — Part 5-1: Protocols and application security controls data 
structure, XML schemas

• ISO/IEC 27034-6:2016 Information technology — Security techniques 
— Application security — Part 6: Case studies

• ISO/IEC 27034-7:2018 Information technology — Application security 
— Part 7: Assurance prediction framework
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ISO 27035
Information security 

incident management

• ISO/IEC 27035-1:2023 Information technology — Information 
security incident management — Part 1: Principles and process

• ISO/IEC 27035-2:2023 Information technology — Information 
security incident management — Part 2: Guidelines to plan and 
prepare for incident response

• ISO/IEC 27035-3:2020 Information technology — Information 
security incident management — Part 3: Guidelines for ICT incident 
response operations

• ISO/IEC DIS 27035-4 Information technology — Information security 
incident management — Part 4: Coordination [Under development]
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ISO 27036
Supplier relationships

• ISO/IEC 27036-1:2021 Cybersecurity — Supplier relationships —
Part 1: Overview and concepts

• ISO/IEC 27036-2:2022 Cybersecurity — Supplier relationships —
Part 2: Requirements

• ISO/IEC 27036-3:2023 Cybersecurity — Supplier relationships —
Part 3: Guidelines for hardware, software, and services supply chain 
security

• ISO/IEC 27036-4:2016 Information technology — Security techniques 
— Information security for supplier relationships — Part 4: Guidelines 
for security of cloud services
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Available languages, 
pages, and price

(ISO.org)

ISO 27000:2018 English, 
French

27 pages CHF 174, 
but it is a Publicly 
Available Standard

ISO 27001:2022 English, 
French

19 pages CHF 124

ISO 27002:2022 English, 
French

152 pages CHF 208

ISO 27003:2017 English 45 pages CHF 166

ISO 27004:2016 English 58 pages CHF 187

ISO 27005:2022 English, 
French

62 pages CHF 187

ISO 27701:2019 English, 
French

66 pages CHF 187

Swiss franc (CHF) ≈ EUR



ISO 27000 Overview and vocabulary
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ISO/IEC 27000:2018 provides the overview of information
security management systems (ISMS).
It also provides terms and definitions commonly used in the
ISMS family of standards. This document is applicable to all
types and sizes of organization (e.g. commercial enterprises,
government agencies, not-for-profit organizations).
The terms and definitions provided in this document
• cover commonly used terms and definitions in the ISMS family 

of standards;
• do not cover all terms and definitions applied within the ISMS 

family of standards; and
• do not limit the ISMS family of standards in defining new terms 

for use.
Number of pages: 27
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This standard specifies the requirements for establishing,
implementing, maintaining and continually improving an
information security management system (ISMS)
within the context of the organization.
This document also includes requirements for the assessment
and treatment of information security risks tailored to the
needs of the organization.
The requirements set out in this document are generic and
are intended to be applicable to all organizations, regardless
of type, size or nature.
Excluding any of the requirements specified in Clauses 4 to 10
is not acceptable when an organization claims conformity to
this document.
Number of pages: 19
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ISO 27001 ISMS Requirements
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ISO 27002 Information Security controls
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This document provides a reference set of generic
information security controls including implementation
guidance. This document is designed to be used by
organizations:
a) within the context of an information security management
system (ISMS) based on ISO/IEC 27001;
b) for implementing information security controls based on
internationally recognized best practices;
c) for developing organization-specific information security
management guidelines.

Number of pages: 152



Control: measure that is modifying risk
Note 1 to entry: Controls include any process, policy, device, practice, or other actions which modify risk 
Note 2 to entry: It is possible that controls not always exert the intended or assumed modifying effect 

22ISO 27000
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ISO 27002:2022, 
Attributes

Control 
type

Information 
security 

properties (CIA)

Cybersecurity 
concepts Operational capabilities Security

domains

#Preventive
#Detective
#Corrective

#Confidentiality
#Integrity

#Availability

#Identify
#Protect
#Detect

#Respond
#Recover 

#Governance
#Asset_management

#Information_protection
#Human_resource_security

#Physical_security
#System_and_network_security

#Application_security
#Secure_configuration

#Identity_and_access_management
#Threat_and_vulnerability_management

#Continuity 
#Supplier_relationships_security

#Legal_and_ compliance
#Information_security_event_management

#Information_security_assurance

#Governance_and_
Ecosystem 
#Protection
#Defence

#Resilience
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ISO 27003 ISMS Guidance
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This document provides guidance on the requirements for
an information security management system (ISMS) as
specified in ISO/IEC 27001 and provides recommendations
(‘should’), possibilities (‘can’) and permissions (‘may’) in
relation to them.
It is not the intention of this document to provide general
guidance on all aspects of information security.

Number of pages: 45
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ISO 27003:
ISMS Implementation 

Phases

1. Understanding the organization’s needs and the necessity 
for establishing information security policy and information 
security objectives

2. Assessing the organization’s risks related to information 
security

3. Implementing and operating information security 
processes, controls and other measures to treat risks

4. Monitoring and reviewing the performance 
and effectiveness of the ISMS

5. Practising continual improvement

Context

Risks

ControlsMonitoring

Improvement
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ISO 27003:
ISMS Components

An ISMS, similar to any other type of management system, includes 
the following key components:
1. Policy
2. Persons with defined responsibilities
3. Management processes related to: 

1) policy establishment
2) awareness and competence provision
3) planning
4) implementation
5) operation
6) performance assessment
7) management review
8) improvement

4. Documented information
An ISMS has additional key components such as:
5. Information security risk assessment; and
6. information security risk treatment, including determination and 

implementation of controls. 



30

Required activity: presents key activities required in 
the corresponding subclause of ISO 27001

ISO 27003



ISO 27004 Monitoring and Measurement
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This document provides guidelines intended to assist 
organizations in evaluating the information security 
performance and the effectiveness of an information 
security management system in order to fulfil the 
requirements of ISO/IEC 27001:2013, 9.1. 
It establishes:
a) the monitoring and measurement of information security 

performance;
b) the monitoring and measurement of the effectiveness of 

an information security management system (ISMS) 
including its processes and controls;

c) the analysis and evaluation of the results of monitoring 
and measurement.

Number of pages: 58
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35 examples

B.2 Resource allocation
B.3 Policy review
B.4 Management commitment
B.5 Risk exposure
B.6 Audit programme
B.7 Improvement actions
B.8 Security incidents cost
B.9 Learning form information security incidents 
B.10 Corrective action implementation
B.11 ISMS training or ISMS awareness
B.12 Information security training
B.13 Information security awareness compliance 
B.14 ISMS awareness campaigns effectiveness 
B.15 Social engineering preparedness
B.16 Password quality – manual
B.17 Password quality – automated
B.18 Review of user access rights

B.19 Physical entry controls system evaluation 
B.20 Physical entry controls effectiveness
B.21 Management of periodic maintenance
B.22 Change management
B.23 Protection against malicious code
B.24 Anti-malware
B.25 Total availability
B.26 Firewall rules
B.27 Log files review
B.28 Device configuration
B.29 Pentest and vulnerability assessment
B.30 Vulnerability landscape
B.31.1/B.31.2 Security in third party agreements
B.32 Security incident management effectiveness 
B.33 Security incidents trend
B.34 Security event reporting
B.35 ISMS review process
B.36 Vulnerability coverage
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ISO 27005 Guidance on managing IS risks
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This document provides guidance to assist organizations to:
• fulfil the requirements of ISO/IEC 27001 concerning actions

to address information security risks;
• perform information security risk management activities,

specifically information security risk assessment and
treatment.

This document is applicable to all organizations, regardless of
type, size or sector.

Number of pages: 62
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ISO 27701 Extention for privacy
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This document specifies requirements and provides guidance
for establishing, implementing, maintaining and continually
improving a Privacy Information Management System
(PIMS) in the form of an extension to ISO/IEC 27001 and
ISO/IEC 27002 for privacy management within the context of
the organization.
This document specifies PIMS-related requirements and
provides guidance for PII controllers and PII processors
holding responsibility and accountability for PII processing.
This document is applicable to all types and sizes of
organizations, including public and private companies,
government entities and not-for-profit organizations, which
are PII controllers and/or PII processors processing PII
within an ISMS.
Number of pages: 66
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ISO 27007 Guidelines for ISMS auditing

41

This document provides guidance on managing an information 
security management system (ISMS) audit programme, on 
conducting audits, and on the competence of ISMS auditors, 
in addition to the guidance contained in ISO 19011.
This document is applicable to those needing to understand or 
conduct internal or external audits of an ISMS or to manage an 
ISMS audit programme.

Number of pages: 39



ISO 27008 Guidelines for the assessment of 
IS controls

42

This document provides guidance on reviewing and assessing 
the implementation and operation of information 
security controls, including the technical assessment of 
information system controls, in compliance with an organization's 
established information security requirements including technical 
compliance against assessment criteria based on the information 
security requirements established by the organization.
This document offers guidance on how to review and assess 
information security controls being managed through an 
Information Security Management System specified by ISO/IEC 
27001.

Number of pages: 91



43

For Audits and Assessments: 27007, 27008 and 19011



ISO 27014 IS Governance

44

This document provides guidance on concepts, objectives and 
processes for the governance of information security, by 
which organizations can evaluate, direct, monitor and 
communicate the information security-related processes within 
the organization.
The intended audience for this document is:
• governing body and top management;
• those who are responsible for evaluating, directing and 

monitoring an information security management system 
(ISMS) based on ISO/IEC 27001;

• those responsible for information security management that 
takes place outside the scope of an ISMS based on ISO/IEC 
27001, but within the scope of governance.

Number of pages: 13
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ISO 27022 Guidance on ISMS processes

46

This document defines a process reference model (PRM) 
for the domain of information security management, which is 
meeting the criteria defined in ISO/IEC 33004 for process 
reference models. 
It is intended to guide users of ISO/IEC 27001 to:
• incorporate the process approach as described by ISO/IEC 

27000:2018, 4.3, within the ISMS;
• be aligned to all the work done within other standards of the 

ISO/IEC 27000 family from the perspective of the operation 
of ISMS processes

• support users in the operation of an ISMS - this document is 
complementing the requirements-oriented perspective of 
ISO/IEC 27003 with an operational, process-oriented point of 
view.

Number of pages: 43
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Each process of this PRM is 
described in terms of: 
• process category
• brief description
• process flowchart
• objective/purposes
• input and results
• activities/functions
• references
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• ISO 27000: Overview and vocabulary
• ISO 27001: ISMS Requirements
• ISO 27002: IS controls
• ISO 27003: ISMS Guidance
• ISO 27004: Monitoring and Measurement
• ISO 27005: ISRM Guidance
• ISO 27006: Requirements for bodies 

providing audit and certification of ISMS 
(and PIMS) (set)

• ISO 27007: Guidelines for ISMS auditing
• ISO 27008: Guidelines for the assessment 

of IS controls
• ISO 27009: Sector-specific application of 

ISO 27001 [Withdrawn]
• ISO 27010: ISM for inter-sector and inter-

organizational communications
• ISO 27011: IS controls for 

telecommunications organizations
• ISO 27012 – No standard
• ISO 27013: Guidance on the integrated 

implementation of ISO 27001 and ISO 
20000-1

• ISO 27014: IS Governance
• ISO 27015: ISM for financial services 

[Withdrawn]
• ISO 27016: Organizational economics
• ISO 27017: IS controls for cloud services
• ISO 27018: Code of practice for protection 

of PII in public clouds acting as PII 
processors

• ISO 27019: IS controls for the energy utility 
industry

• ISO 27020 – no ISMS standard
• ISO 27021: Competence requirements for 

ISMS professionals
• ISO 27022: Guidance on ISMS processes
• ISO 27023: Mapping the revised editions 

(2005 and 2013) [withdrawn]
• ISO 27024: ISO 27001 in Governmental / 

Regulatory requirements 
[Under development]

• ISO 27026 and ISO 27027 –
no ISMS standards

• ISO 27028 Guidance on ISO/IEC 27002 
attributes [Under development]

• ISO 27029: Additional document for 
ISO/IEC 27002 and ISO and IEC standards 
[Under development]

• ISO 27030 – No standard
• ISO 27031: Guidelines for information and 

communication technology readiness for 
business continuity

• ISO 27032: Guidelines for Internet security
• ISO 27033: Network security (set)
• ISO 27034: Application security (set)
• ISO 27035: IS incident management (set)
• ISO 27036: Supplier relationships (set)
• ISO 27037: Guidelines for identification, 

collection, acquisition and preservation of 
digital evidence

• ISO 27038: Specification for digital 
redaction

• ISO 27039: IDPS
• ISO 27040: Storage security

• ISO 27041: Guidance on assuring suitability 
and adequacy of incident investigative 
method

• ISO 27042: Guidelines for the analysis and 
interpretation of digital evidence

• ISO 27043: Incident investigation principles 
and processes

• ISO 27071: Security recommendations for 
establishing trusted connections between 
devices and services

• ISO 27090: Guidance for addressing 
security threats and failures in AI systems 
[Under development]

• ISO 27091: Privacy protection (AI) 
[Under development]

• ISO 27099: Practices and policy framework 
(PKI)

• ISO 27100: Cybersecurity. Overview and 
concepts

• ISO 27102: Guidelines for cyber-insurance
• ISO 27103: Cybersecurity and ISO and IEC 

Standards
• ISO 27400: IoT security and privacy —

Guidelines
• ISO 27550: Privacy engineering for system 

life cycle processes
• ISO 27555: Guidelines on PII deletion
• ISO 27556: User-centric privacy preferences 

management framework
• ISO 27557: Privacy risk management
• ISO 27701: PIMS 
• ISO 27799: ISM in health 09.10.2023
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For Beginners For Advanced For Experts
ISO 27000
ISO 27001
ISO 27002
ISO 27003
ISO 27005

ISO 19011

ISO 27701
ISO 27035
ISO 27036
ISO 27100

ISO 27004
ISO 27007
ISO 27008
ISO 27014
ISO 27022

Other 
(e.g., industry-specific)



Thanks, and good luck!

www.linkedin.com/in/andreyprozorov
www.patreon.com/AndreyProzorov 
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My ISMS-related presentations - www.patreon.com/posts/quick-links-75788060

http://www.patreon.com/posts/quick-links-75788060


ISMS PRO:
Privacy Services

P.S. Have you seen my 
ISMS Implementation 

Toolkit?
lnkd.in/enzZdZ9


