Sans

1 SysAdmln,

- Audit,
Network and

Security

Isaca
Information
- Audit and

" Control
Association

Information
Securlty
Forum

Ciisec

Chartered
Institute of
Information

Secu r|ty

International
Information
System
Security
Certification
- Consortium

Csa
Cloud
Security

Alliance

Appl ication
! Security
" Project
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Tools

e Standards & Frameworks

® General

@ Attack Types

@ Functions

® Metrics

Siem
Security
Information

and Event
Management

Xdr

Extended
Detection
and

Response

'Edr

Endpoint
Detection
and
Response

Fim

File
Integrity
Monitoring

¢

Antivirus

Easm

External
Attack
Surface
Management

Mdr

Managed
Detection
and
Response

Ips

Intrusion
Prevention
System

Casb

Cloud
Access
Security
Broker

2fa

Two-factor

Waf

Web
Application
Firewall

Ueba

User and
Entity

Behavior
Analytics

Sso
Single

authentication Sign

Mfa

Multi-Factor

On

Ztha

Zero

Authentication Trust

Soar

Security

Network
Access

Swg

Secure

Orchestration, Web

Automation
and
| Response

Asm

Attack
Surface

Gateway

Ndr

Network
Detection

Management and

Was

Web

Application

Scanning

Response

Cwp
Cloud

Workload
Protection

Cloud

Epp

Endpoint
Protection
Platform

Pam

Privileged
Access
Management

Cnapp

Cloud
Native
Application
Protection
Platform

Cwpp

Workload
Protection
PIa;form

Cspm
Cloud

Security
Posture

Management

’

vm

Vulnerability
Management

Ids Vpn

Intrusion Virtual
Detection Private
Systems Network

® Certifications

® Funnies

¢ QOrganisations

@ Job Titles
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HMII

omeg Ut

-]g

Sox

Sarbanes
Oxley

Cobit

Control
Objectives for
Information
and related
Technologies

Gdpr

General
Data
Protection
Regulation

Pebcak
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\_, (eyboard

Nist
National
Institute
of Standards

and
Technology

Cis
Center for

Internet
Security

Hipaa

Health
Insurance
Portability
and
Accountability
Act

Iso

International
Organization
for
Standardization

l-

Pci-dss

Payment

Dora
Digital
Operational

Resilience
Act

f
Fedramp

Federal

Risk and
Authorization
Management
Program

Csf

Cybersecurity
Framework

{
Scf

Secure
Controls
Framework

Ucf

Unified

Card Industry Compliance

Data
Security
Standard
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